ECTOCRYP® Black

Transparent cryptography

The world's first small form factor 120-channel SCIP gateway.
* UK's only HIGH GRADE 120 channel secure voice communications unit.

* Fits in standard 19" rack

* Conforms to SCIP standard

* Tested against available SCIP terminals

* Can be managed with standard SNMP tools

The Secure Communications Interoperability Protocol (SCIP) suite enables
end-to-end encryption of voice services over minimal bandwidth links. SCIP

is emerging as the standard for US and NATO Secure Voice Communications.

ECTOCRYP® Black is the world's only 120 channel SCIP gateway which will
fitin a standard 19" 6U rack. ECTOCRYP® Black also provides a platform for
legacy terminal connections.

Today, users of SCIP devices including Sectera, Omni and Thales* terminals
can transparently communicate at up to SECRET/TOP SECRET level with
existing Red Voice Networks through the ECTOCRYP® Black Gateway.

ECTOCRYP® Black meets the MoD (DoD) Mandate (JSP602:1032) for
secure voice communications.
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Background

Currently, Government Departments
use multiple Secure and Insecure
Voice Systems and Terminals that do
not easily interoperate. ECTOCRYP®
Black alleviates the problem of users
requiring specialised terminals, or

a secure environment to access

secure communications into a fixed
infrastructure. Users are able to hold
conversations of up to TOP SECRET by
calling other users through ECTOCRYP®
Black.

Technical Specification
Management Support

* Local management via 100 Base-T
connectivity

* Remote management via Red IP
network.

* Windows hosted custom
Management Application

* SNMP v3 compliant management
capability

Protocol Support

* SCIP Version 3.2

* STANAG 4578, TacISDN**

* QSIG

* NI-2

* Q.931

* MLPP

Cryptography Support

e Full compliance to Suite A

 Capable of protecting TOP SECRET
and below, including National
Caveats, such as UK Eyes Only

¢ Other (e.g. NATO/Releasable)
cryptographic suites available on
request

* Supports EKMS 308

Capacity

* Up to 120 simultaneous secure voice
calls
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Physical Interfaces

* Management - 100-Base-T Interface
(RJ45 connectors front and rear)

e RED -4 x E1/T1 (T1 limits calls to 92)
* BLACK -4 x E1/T1

* E1 interfaces configurable to be T1 for
UK/US operation.

* Power — UK 240V, US 110V,
(47 to 63 Hz)
Upgradeability

* Fully in-field reprogrammable — from
protocol handling to cryptographic
algorithm suites

* Fully upgradeable to BRENT*

* Fully upgradeable to VOIP/SIP
(Red Side only)*

Certification Features

* CAPS evaluated to high grade
including Caveats (IL6)

* Tempest Approved
* CE Approved

* Verified to interoperate with
available SCIP devices

Brent
Terminal

SCIP
Terminal

Secure VOIP
Terminal**

VOIP Terminal*
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Physical Specifications

¢ 6U 19" rack mountable (266H x 483
W x 508D)

* Weight - 30 Kg
* Operating temperature 0°Cto 35°C
- 30to 70% Relative Humidity

* Storage temperature -20°Cto 60°C,
and survive 93% Relative Humidity at
55°C

Interoperability*

* Fully interoperable with SCIP

* Supports UK & CCEB operation
Security Features

* Crypto Ignition Key (CIK) dramatically
reduces cryptographic distribution,
handling and accounting

* Tamper proof
¢ Full erase function
¢ Delivered via ACCSEC channels

* Release 2
** Future
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